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Online Safety and Acceptable Use Policy

1. Purpose
The school aims to enable safe, responsible and purposeful use of technology while protecting pupils, staff and school systems from online harm, misuse and cyber security risks.
2. Framework
• Keeping Children Safe in Education 2026
• DfE filtering and monitoring standards
• UK GDPR, Data Protection Act 2018 and Data (Use and Access) Act 2025
• Prevent Duty Guidance 2023
• Education (Independent School Standards) Regulations 2014
3. Roles
• Headteacher / DSL: overall safeguarding responsibility and escalation of online-safety concerns.
• Head of Operations: operational oversight of filtering/monitoring and cyber-security arrangements.
• Cortec IT: technical support, security, configuration and advice.
• All staff: supervise technology use, follow acceptable-use rules and report concerns promptly.
4. Online Risks
Education covers harmful content, contact, conduct and commerce, including grooming, exploitation, cyberbullying, scams, extremist content, sexual harassment, image-based abuse, self-generated intimate images, manipulated/AI-generated images, privacy, misinformation and unsafe use of social media.
5. Filtering and Monitoring
The school uses ESET PROTECT On-Prem for filtering, logging and reporting, supported by Cortec IT and in-person staff supervision. Relevant monitoring reports are reviewed at least weekly and high-risk incidents are escalated immediately. The school keeps a record of filtering/monitoring checks and resulting actions. Checks cover all school-managed internet-connected devices and relevant school locations, including devices used off site where they remain school-managed. The overall provision is reviewed at least once each academic year by Mario Di Clemente, Tertia Turner and Cortec IT, with assurance to Irvine Turner as Proprietor Representative, and is reviewed sooner after significant risks or technology changes.
6. Pupil Acceptable Use
• Use school accounts and devices only for authorised learning or agreed activities.
• Keep passwords secure and do not access another person’s account.
• Do not attempt to bypass filtering, install unauthorised software or access blocked services.
• Do not create, request, share or store harmful, abusive, sexual or illegal content.
• Report anything worrying, unsafe or inappropriate to a member of staff.
• Follow staff instructions and reasonable restrictions on devices and websites.
7. Mobile Phones and Personal Smart Devices
Pupils may bring a phone to school but must hand it to the office on arrival. It is stored securely and returned at the end of the day. Pupils do not have access to personal phones or similar smart devices during lessons, transitions, break or lunch. Exceptions require Headteacher approval for medical, SEND, safeguarding, travel or other exceptional reasons.
8. Staff Acceptable Use
• Use school-approved communication routes for pupils and parents.
• Do not communicate with pupils through personal social media or personal accounts.
• Do not take or store pupil photographs on personal devices.
• Protect passwords and use MFA where provided.
• Do not install unauthorised software or deliberately bypass security controls.
• Report cyber incidents, data breaches and safeguarding concerns promptly.
9. AI and Digital Tools
Staff may use approved digital and generative-AI tools for legitimate professional tasks, including resource preparation. Outputs must be checked. Personal or confidential information may only be entered where the school has approved the tool and data use. Pupils are taught appropriate, ethical and safe use of AI where relevant.
10. Remote Learning
Remote tuition is delivered through Microsoft Teams or another school-approved platform. Staff maintain professional boundaries, use school accounts and consider privacy, safeguarding and supervision.
11. Cyber Security
Office 365 and other critical systems use appropriate access control and MFA. Access is removed when staff leave or roles change. Security incidents are reported to the Headteacher and Cortec IT and to the DPO where personal data may be affected.
12. Review
Online-safety incidents, filtering/monitoring reports, changes in technology and pupil needs inform annual review of this policy.
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