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Data Protection Policy

1. Purpose
The Tutorial Foundation Day School handles personal data lawfully, fairly, transparently and securely. This policy applies to pupil, parent/carer, staff, applicant, visitor and other personal information processed by the school.
2. Legal Framework
• UK General Data Protection Regulation (UK GDPR)
• Data Protection Act 2018
• Data (Use and Access) Act 2025 and amendments in force from July 2026
• Privacy and Electronic Communications Regulations where applicable
• ICO guidance and relevant DfE data protection guidance
3. Roles
• Data Protection Officer: Nicola Cook, Schools DPO - nicola@schoolsdpo.com.
• Head of Operations: Tertia Turner, day-to-day data protection coordination.
• Headteacher: leadership oversight and safeguarding interface.
• All staff: must handle personal data securely and report breaches or concerns promptly.
4. Data Protection Principles
• Use personal data lawfully, fairly and transparently.
• Collect only what is adequate, relevant and necessary.
• Keep data accurate and up to date.
• Retain data only for as long as necessary.
• Protect data against unauthorised access, loss or misuse.
• Be able to demonstrate accountability for these principles.
5. Lawful Processing and Special Category Data
The school identifies an appropriate lawful basis before processing personal data and an additional condition where special category or criminal offence data is used. Consent is used only where it is genuinely appropriate and can be withdrawn.
6. Records and Storage
Pupil records are held on the school MIS and in secure electronic or paper files as necessary. Staff HR records are held in secure online and paper files. Access is restricted to those who need it. The school follows a retention schedule based on legal, safeguarding, contractual and operational requirements.
7. Sharing Information
Personal data is shared only where there is a lawful basis and a genuine need. Safeguarding information may be shared without consent where necessary to protect a child. Data protection must not be used as a reason to delay appropriate safeguarding action.
8. Photos, Video and CCTV
The school uses photographs, video and CCTV only for legitimate and explained purposes. Appropriate permissions or other lawful bases are used as required. CCTV is operated for safety, security and crime-prevention purposes with appropriate signage, restricted access and proportionate retention. Staff must not take or store pupil photographs on personal devices.
9. Artificial Intelligence and EdTech
AI and educational technology may be used for legitimate school purposes, including preparation of teaching resources and administrative support. Personal or confidential information must only be entered into a tool where the school has approved that use and appropriate data protection safeguards are in place. Staff remain responsible for accuracy, confidentiality and professional judgement.
10. Cyber Security, Filtering and Monitoring
Office 365 and other critical systems use appropriate access controls and multi-factor authentication. Cortec IT supports technical security. Filtering and monitoring arrangements are reviewed as part of safeguarding and data protection, and access is removed promptly when staff leave or roles change.
11. Individual Rights and Complaints
Individuals may exercise their rights under data protection law, including access to personal data where applicable. Requests and complaints should be directed to the school or DPO. The school will acknowledge and handle data protection complaints promptly and provide information about the right to raise unresolved concerns with the Information Commissioner.
12. Data Breaches
Actual or suspected personal data breaches must be reported immediately to the Head of Operations and DPO. The school records, contains and assesses breaches and makes regulatory or individual notifications where required.
13. Monitoring
Staff receive appropriate data protection and cyber-security awareness. Compliance is reviewed annually and when law or school systems change.
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