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Data Protection Policy
1. Aims and Purpose
The Tutorial Foundation is committed to handling personal data and confidential information with integrity, transparency, and in full compliance with legal obligations. This policy ensures:
· Legal compliance with UK GDPR and the Data Protection Act 2018
· Consistent treatment of confidential information shared by pupils, families, staff, or partners
· That everyone understands their responsibilities in protecting sensitive data

2. Legal Framework
This policy is based on:
· UK General Data Protection Regulation (UK GDPR)
· Data Protection Act 2018
· Human Rights Act 1998
· Freedom of Information Act 2000
· Education Act 2011
· ICO and DfE Guidance
· Confidentiality, Safeguarding, and RSE Policies

3. Key Definitions
· Personal Data: Any information identifying a living person
· Special Categories: Sensitive data (e.g. health, race, sexual orientation)
· Confidentiality: Information shared in trust, not disclosed without consent
· Data Subject: The individual the data is about
· Data Controller: The Tutorial Foundation
· Data Processor: A third party processing data on behalf of the school
· Disclosure: Sharing private information, not necessarily linked to safeguarding

4. Roles and Responsibilities
· Data Protection Officer (DPO): Nicola Cook – nicola@schoolsdpo.com
· Designated Safeguarding Lead (DSL): Mario Di Clemente
· Headteacher: Day-to-day data oversight
· All Staff: Must follow confidentiality and data protection procedures
· External Visitors: Must comply with this policy while on-site

5. Data Protection Principles
Personal data must be:
· Lawfully, fairly, and transparently processed
· Collected for clear purposes
· Accurate and limited to what’s necessary
· Stored securely and retained only as long as needed
· Protected from unauthorised access or loss

6. Collecting and Using Data
· Lawful bases include: consent, contract, legal obligation, public task, vital interests
· Special category data requires additional legal justification
· Data minimisation ensures only necessary data is held
· Retention is governed by school schedules and secure deletion

7. Sharing and Confidentiality
Data is shared only:
· When legally required
· For safeguarding or public protection
· With trusted third parties under contract
· With safeguarding services when a pupil is at risk
Limits of Confidentiality:
Total confidentiality cannot be guaranteed. Staff must:
· Disclose information to the DSL if a child is at risk
· Explain confidentiality boundaries to pupils
· Use professional judgment when discussing concerns
· Log all safeguarding disclosures via MyConcern

8. Confidentiality in Practice
· Classroom: Not a space for personal disclosure
· One-to-One: Boundaries explained at start of conversations
· Medical Emergencies: Staff may share essential data
· Informing Parents: Students are encouraged to involve parents unless it creates risk
· External Professionals: Bound by confidentiality codes
· Record-Keeping: All sensitive conversations recorded on MyConcern

9. Subject Access and Data Rights
Individuals have the right to:
· Access personal data
· Request correction, deletion, or restriction
· Withdraw consent
· Object to processing
· Data portability
· Challenge automated decisions
· Complain to the ICO
Requests must be referred to the DPO and addressed within one month.

10. Biometric Data
· Written consent is required for biometric systems (e.g., fingerprints)
· Consent can be withdrawn at any time

11. CCTV, Photography and Video
· CCTV is used only for safeguarding and security
· Clear signage and storage protocols apply
· Parental consent is required for photographs/videos
· Usage is limited, consent can be withdrawn, and images are not linked to pupil names

12. Artificial Intelligence (AI)
· Staff and pupils must not input personal or sensitive data into AI systems unless authorised
· Unauthorised use will be treated as a data breach

13. Data Security and Storage
· Devices and files are kept secure (locked, encrypted, password-protected)
· Staff must never leave personal data unattended
· Third-party processors are vetted for compliance

14. Disposal of Records
· Paper: shredded or incinerated
· Digital: securely deleted
· Third-party disposal must meet compliance standards

15. Personal Data Breaches
Staff must report breaches to the DPO immediately.
The DPO will:
· Investigate and contain the breach
· Notify the ICO within 72 hours if needed
· Inform affected individuals
· Document all actions taken
Examples:
· Sending information to the wrong person
· Loss/theft of an unencrypted device
· Sharing sensitive data without justification

16. Data Asset Register
We maintain a detailed Data Asset Register listing:
· What data is collected
· Why it’s collected
· How it’s stored
· Who can access it
· Retention schedules
Staff must refer to the Register when managing or reviewing data use.

17. Training and Monitoring
· All staff receive data protection and confidentiality training at induction and annually
· The DPO and SLT monitor compliance and log attendance
· Policy is reviewed annually and updated as required

18. Use and Monitoring of School Systems
· School devices, emails, phones, and networks are monitored
· Monitoring is proportionate, lawful, and respects privacy
· Misuse may lead to disciplinary action

19. Dissemination
· Parents and carers are informed of confidentiality limits via the website and school documents
· Students are taught how their personal data is handled and who to speak to if concerned
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The Tutorial Foundation – Data Asset Register
	Data Asset / Category
	Purpose of Processing
	Format & Location
	Lawful Basis (UK GDPR)
	Owner / Responsible Person
	Who Has Access
	Retention Period
	Security Measures

	Pupil admission records (application forms, contact details, previous school info)
	To enrol pupils, maintain records of attendance & progress
	Digital – BromCom / Office 365; Paper – locked filing cabinet
	Public task (education); Legal obligation
	Admin Officer / Headteacher
	SLT, Admin
	Until pupil is 25 (statutory)
	Password-protected systems, locked cabinet

	Pupil education records (attendance, assessments, reports, SEN info)
	To monitor learning, progress and support
	BromCom; Office 365; Paper files (where relevant)
	Public task
	Teachers, SENCo, DSL
	Staff directly involved in teaching/support
	Until pupil is 25 (statutory)
	Passwords, role-based access, locked storage

	Safeguarding / child protection records
	To safeguard pupils and meet statutory obligations
	MyConcern; Paper (historical records)
	Legal obligation; Vital interests
	DSL
	DSL, Headteacher, safeguarding staff
	Until pupil is 25 or longer if ongoing case
	Restricted access, secure online system, locked cabinet

	Medical information (health plans, allergies, medication records)
	To safeguard pupils’ health and safety
	Paper (first aid room file); BromCom notes
	Vital interests; Legal obligation
	DSL / First Aider
	DSL, First Aid staff, relevant teachers
	Until pupil is 25
	Locked cabinet, password access

	Staff HR records (contracts, references, payroll info)
	Employment management
	Office 365 HR folder; Paper files in office
	Contract; Legal obligation
	Headteacher / Admin
	SLT, Payroll provider
	6 years after employment ends
	Secure folders, limited access

	Staff training / CPD records
	To evidence training (safeguarding, first aid, etc.)
	Office 365; Paper certificates
	Legal obligation
	Headteacher / DSL
	SLT, DSL
	Duration of employment + 6 years
	Password protected

	Incident / accident logs
	Health & safety compliance
	Paper in accident book; Office 365 scans
	Legal obligation
	DSL / First Aider
	DSL, SLT, H&S lead
	3 years (pupil); 6 years (staff)
	Locked cabinet, restricted access

	Parental consents (images, trips, data sharing)
	To manage permissions for photos, outings, use of pupil data
	Office 365; Paper consent forms
	Consent
	Admin / DSL
	Staff (relevant to activity)
	Duration of consent / time at school
	Password-protected, secure storage

	Financial records (fees, invoices, payroll, budgets)
	Finance management and audit
	Xero / Office 365; Paper receipts
	Legal obligation; Contract
	Finance Officer
	Finance, SLT
	6 years
	Encrypted system, locked storage

	IT systems data (emails, logins, device use)
	Communication & safeguarding monitoring
	Office 365; Cortec IT systems
	Public task; Legal obligation
	ICT Lead / Cortec IT
	Staff, monitored by Cortec
	As per provider ret
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